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Agenda
 What does it mean to “Move to the Left”?

 Introduction and Objectives

 Overview of SDLC

 What is DevOps why DevOps was Adopted?

 DevOps to DevSecOps 

 Methods to determine DevSecOps maturity

 How Does an Organization Assess DevSecOps Maturity and Apply It?
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What does it mean to “Move to the Left”?

Security moves from an afterthought to the 
forefront (e.g. “To the Left”) thus 

DevSecOps
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Introduction and Objectives

 Provide an Overview and Introduction to DevOps and DevSecOps

 Discuss the Reasons why an Organization would Consider adopting DevSecOps

 Compare the Differences between DevOps and DevSecOps

 Explore How to begin the “Move to the Left”

 How an Organization integrates DevSecOps and Matures
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The Legacy Software Development Lifecycle
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Software Development Methodologies

Source:  ScienceSoft 2020

Use cases:

Simple small or mid-
sized projects with 
clearly defined and 

unchanging 
requirements (small 

company website 
development).

Projects with the 
need for stricter 

control, predictable 
budget and timelines 
(e.g., governmental 

projects).

Projects that must 
adhere to multiple 

rules and regulations 
(healthcare projects).

Projects where a 
well-known 

technology stack and 
tools are used.

Use cases:
Projects where failures and downtimes 

are unacceptable (e.g., medical software, 
aviation fleet management software).



Alternative Software Development Methodologies
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Source:  ScienceSoft 2020

Use cases:
Large, mission-critical enterprise applications 

that preferably consist of loosely coupled parts, 
such as microservices or web services.



The Modern Software Development Lifecycle
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Software Development Methodologies

Source:  ScienceSoft 2020

Use cases:

Projects with unclear 
business needs or too 
ambitious/innovative 

requirements.

Projects that are large and 
complicated.

Research and development 
(R&D) activity or the 
introduction of a new 
service or a product.

Use cases:
Practically any startup 

initiatives, when end users’ 
early feedback is required.

Most of mid-sized projects in 
custom software development 
where business requirements 

cannot be confidently 
translated to detailed software 

requirements.

Large projects that are easy to 
divide into small functional 
parts and can be developed 

incrementally over each 
iteration.



Developers and Operations were first to the Scene…
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Why was DevOps adopted?
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…and then Security appeared on the Scene
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Developer

Operations

Security
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DevSecOps Software Development Lifecycle
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Regulations and Contractual Obligations Under Which DevOps Practitioners Are 
Working
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What Does it Mean to Mature in DevSecOps
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People

ProcessTechnology

Governance

Finding the right balance and distribution of roles

Successful integration of security controls and tools 
throughout the DevSecOps toolchain

Use DevSecOps practices and automation to 
substitute traditional controls

Validate and measure success of DevSecOps 
compliance efforts by continually monitoring status 
of compliance

Scale compliance practices across the organization 
by leveraging compliance-specific software



How to Begin the Journey
 Understand “Why”.  Make the Business justification!

 Assessment = Current State vs. Desired Future State

 Identify Gaps and Propose Solutions

 Build a Roadmap = Can’t Do “IT” all at Once!

 Incremental Change over Time

 Start Now

– It will take 2 years whether you “Start Now” or start 2 years from now, so Start 
Now!
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What Does an Assessment Look Like

Phase

Requirements

People Process

Sub-process

Technology

Risk Level
Maturity 

Level
Priority
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Systematically Assess DevSecOps Maturity
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List phases

List requirements for each phase

List processes & sub-processes to satisfy the requirement

List organization roles needed to satisfy the requirement

List the technology needs to carry out the processes

Assess strengths, weaknesses, and risks, then prioritize!

DevSecOps Ecosystem Design

ID Phase Requirements by Phase Process Sub Process Process Yes(1)/No(0) People People Yes(1)/No(0) Technology Tech Yes(1)/No(0) Cumulative Risk Current Risk Factor Maturity Level Current Maturity Priority

ID - 01 - 01 Plan Design DevSecOps process & workflows DevSecOps Ecosystem Design

DevSecOps process

flow chart;

DevSecOps ecosystem

tool selection;

Deployment platform

selection

0

Release Manager; 

Project Manager; 

DevOps Architect; 

DevOps Engineer; 

Software Architect; 

Automation Architect; 

Systems Engineer

0 Team collaboration tools 0 0 3 3 1 0 High

Type of Requiremnt (or Dependencies)



Organization Self-Assessment

18



What is Achieved Through a Mature DevSecOps Model

Improving team dynamics and cross-functionality

Compliance through automation

Effectively following business processes

Meaningfully implementing effective tools

Iterative reassessment and improvement
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800 Superior Ave E, Ste 1050
Cleveland, OH 44114

Phone: 216.255.3040
Fax: 216.274.9647

Email: info@asmgi.com

www.asmgi.com

Thank You!
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