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How to easily validate 

relevant security controls  
 



Breach and Attack Simulation 

For Security Control Validation 

How do you provide value and efficacy  
of your security practice? 



Breach and Attack Simulation - For Security Control Validation 
 

 Many Enterprises today … 

 Implement security tools / technologies based on Frameworks   
 ( HIPAA, PCI, ISO 2700x, NIST, etc. = Controls-based) 

 Don’t validate that the controls are working 

 Don’t prioritize initiatives based on greatest risk to the organization 

 Are not able to demonstrate return on investment AND reduction in risk 



Breach and Attack Simulation - For Security Control Validation 
 

 What if there was a way to … 

 Get more from your existing security  

 Minimize security exposure 

 Ensure you are meeting compliance requirements 

 Test your Incident Response Plan 

Prioritize initiatives based on actual Risk 

 Rationalize your cyber investments and demonstrate performance 



Breach and Attack Simulation - For Security Control Validation 
 

Online Poll 

Do You Validate Security Controls? 



97% 
of breaches are 
at companies 
which have 

already deployed 
the right controls 

99% 
of attacks are 

known and have 
been for years 

 

95% 
of firewall 

breaches are 
due to 

misconfiguration 

Reality of enterprise security 



Stop a Breach Before it happens  

Validate your controls without the risk 

Simulate TTPs 
to test your 
defenses 

Visualize exposures 
with data-driven 

results 

Holistically remediate 
to defend your 

enterprise 

Proving the value and efficacy of your security practice 



Simulate attacks 

Threat Groups 

Custom Build Attacks 

Malware Types 

Tactics, Techniques and 
Procedures 

Content: 12,000+ Methods 

Safely and continuously run 
thousands of known threat 

indicators and attack behaviors 
to validate and improve your 

security controls. 



Visualize Your Posture 

•  MITRE ATT&CK Heat Map 
 

•  Risk Score 
 

•  Explorer View of Kill Chain 
 

•  Executive Reporting 
 



Remediate Holistically 

•  Actionable prioritized remediation by 
business impact 

•  Aggregate and share remediation data 
to Network, Endpoint and SIEM 
solutions  

•  Ability to drill down to individual results 
for security control validation  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Virtual Ethical 
Hacker 

Win7 
Win10 

Mac 

Win Server Linux Server 

Win Server Linux Server 

Critical Servers Zone 

Server Zone 

User Zone Access Zone / 
DMZ 

SafeBreach Console 
IPS / IDS 



Top 5 Security Validations  
for a Remote Workforce  





https://www.us-cert.gov/ncas/alerts/aa20-099a 



Phishing Email 



How can you ensure your extended remote workforce is secure? 

Phishing Attacks 

Drive by Downloads 

Browser Exploits 

Exploit VPN Vulnerabilities 

Brute Force Attacks 

Phishing VPN Credentials 

Brute Force Attacks 

Malware Propagation 

Remote Exploitation 

Data Exfiltration 

Improper Permissions 

Unencrypted  
Communication 

Malicious Attachments 

Malicious Links 

Social Engineering 

Email Endpoint VPNs Networks Data Leakage 



DEMO 
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Controls 
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Relevant Attacker Techniques to watch 
●  Infiltration techniques - Monitor 

email and network for email, drive by 
and other download of malicious 
content  

●  Host infection techniques - file and 
fileless malware, malware execution  

●  Host actions - Monitor filesystem, 
registry and process dynamics for 
suspicious activities  

 
 
 
Relevant Attacker Techniques to watch 
●  Brute Force - Monitor network activity 

for authentication attempts over 
common protocols internally available  

●  Malware propagation - Monitor 
network activity for the propagation of 
known malware  

●  Remote Exploitation  - Monitor 
internal network activity for 
vulnerability exploitation and exploit 
delivery 

 

 
 
Relevant Attacker Techniques to watch 
●  Exploitation - Monitor network 

activity for vulnerability exploitation 
attempts 

 

 
 
Relevant Attacker Techniques to watch 
●  Data Exfiltration - Monitor network 

activity for sensitive content over a 
variety of protocols and channels  

●  C&C Communication - Monitor 
outbound communication for known 
C2 domains and C2 communication 
behavior 

 



Validate your Security Controls! 
 

Top 5 Security Validations  
for a Remote Workforce  

 
Contact ASMGi for more information: 

sales@asmgi.com 
 
 

Special Offer for Attendees 



Q & A 



Thank you! 


