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Today’s Webinar 
Who Is Leading Your Cyber Security Program? You Or Your Vendors?  

What does this mean?  Three things, really …

1.  The Technology / Tool is only part of the solution

2.  Solution Vendors typically promise to solve your problem but only have 
visibility into the solution or problem their solution solves, yet often end up 
creating more work for you.  We call this focus on the problem versus on 
the solution. 
–  Ex:		A	scan	report	points	out	what	is	wrong,	but	it	is	s7ll	your	job	to	make	it	right!		

3.  You are trying to solve a “business problem” (e.g. people, process, 
technology, policies, financial, etc.) where most vendors focus on the 
technology part of the “equation”.
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ASMGi is …
Global	Technology	Services	and	Consul7ng	company	focused	on	Total	Solu+ons	that	
provide	immediate	posi7ve	impact	to	your	business	
															Total	Solu+ons	=	People	+	Process	+	Technology	
We	deliver	IT,	SoGware	and	Cyber	Security	solu7ons	from	our	headquarters	in	
Cleveland,	OH	by	helping	our	customers	Plan,	Manage	and	Execute:		

•  Strong	programs	as	a	founda/on	to	meet	compliance	requirements	as	well	as	foster	best	
prac/ces	across	the	enterprise	
	

•  Best-in-Class	pla;orms	and	tools	to	drive	value	thru	adop/on	and	shorter	/me	to	value	
	

•  A	security	eco-system	model	to	ensure	tools	work	together		
	

•  Achieve	Results:	
•  ONEteam	“XaaS”	capabili7es	to	ensure	you	maximize	adop7on	–	Benefits	without	the	
Burden!	

•  “Fill	the	gap”	approach	to	leverage	your	exis7ng	resources	and	complement/supplement	
where	needed	

•  Ac7on	=	Results	->	Orchestrated	Ac7on	=	Great	Results!	
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Today’s Presenters

Steve Roesing
President, CEO, ASMGi 

Frank Yako
CIO, Director of Strategic Initiatives, ASMGi
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Today’s Agenda

u 	The	Holis7c	Security	Mindset	
u Risk-Based	approach			
u A	holis/c	program	is	risk-based	by	default,	because	every	decision	has	
tradeoffs	across	the	en/re	solu/on	lifecycle	to	be	considered	

u Total	Solu/on	=	People	+	Process	+	Technology	

u The	Vendor	(or	Point-Solu7on)	approach	
u Most	vendors	(OEMs)	solve	part	of	your	problem	(i.e.,	point	solu/on)	
u Most	vendors	are	mo/vated	to	“sell”	or	“solve”	their	por/on	of	your	
solu/on,	but	what	about	the	“Total”	solu/on	(are	they	crea/ng	more	
work	for	you?)	

u Most	vendors	want	to	help	you	succeed,	as	it	relates	to	their	por/on	of	
your	solu/on	
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How Do You Make Decisions?

u 	Point	solu7on	or	holis7c	approach?	

u Build	roadmaps	based	on	budgets	or	risk	posture?		
u Are	you	cost	based	or	outcome	based?	
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What If There Was A Way To Develop Your Program

Such That …
u 	The	business	understands	what,	when	and	why	you	are	
implemen7ng	solu7ons?	

u You	represent	what	an	appropriate	budget	is	for	the	enterprise,	
versus	being	told	“how	much”	budget	you’ll	get	to	protect	the	
organiza7on	

u Each	implemented	solu7on	achieved	a	return	on	its	own,	AND	
worked	well	with	current	solu7ons	and	contributed	to	a	larger	
eco-system	(whole	is	greater	than	the	sum	of	the	parts)	
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There Is!  You Can Have These Outcomes!

u It’s	not,	and	“You	too	can	have	all	this	for	only	$19.99”	

u It’s	more	like,	“You	CAN	have	these	outcomes	and	all	you	need	to	
do	is	think	/	act	/do	in	a	more	Holis7c	way”			

u This	is	a	value-based	model,	NOT	a	cost-based	model.		However,	I	
can	tell	you,	with	confidence,	that	it	will	cost	less	than	you	are	
spending	now,	and	a	frac7on	of	the	returns	you	will	get.	
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A Couple Of Terms Often Cause Some Confusion

u Eco-system	=	The	IT	ecosystem	is	defined	by	Forrester	Research	and	others	as	
“the	network	of	organiza7ons	that	drives	the	crea7on	and	delivery	
of	informa+on	technology	products	and	services”	and	includes	customers,	suppliers,	and	
influencers	(key	stakeholders).	

u Budget	driven	versus	outcome	driven	(cost-based	versus	value-based	thinking)		
u Orchestra7on:		We	have	a	saying	that	Ac+on	=	Results	->	It	has	evolved	to	
Orchestrated	Ac+on	=	Great	Results!	

u Every	vendor	says	their	solu7on	is	best.		How	do	you	know	which	one	to	pick?	
1.  Ensure	you	have	clearly	defined	objec/ves	/	problems	you	are	trying	to	

“solve”	(Outcomes)	
2.  Ensure	you	consider	all	elements	of	a	Total	Solu/on	=	focus	on	what	

outcome	you	want	and	make	sure	you	are	achieving	that,	not	just	one	
aspect	of	it.	

3.  Ensure	any	new	product	fits	into	your	ecosystem!	
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How Do you “Do” a Holistic Cyber Security Program

u Baseline	Assessment	
u Including	an	assessment	of	your	current	cyber	por;olio	and	
investments	

u Represent	Quan/fied	Results	
u Program	/	Roadmap	

u Including	defining	your	desired	outcomes	
u Select	and	Implement	plaform	solu7ons	
u Opera7onalize	to	ensure	outcomes	are	achieved		

u Demonstrate	through	measurement	
u Include	Cyber	Insurance	
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Step 1 – Baseline Assessment

u Use	surveys	+	internal	automated	assessment	to	test	against	CIS	controls	

u Compare	survey	response	to	automated	tes7ng	

u Discuss	differences	

u Use	sophis7cated	AI/ML	modeling,	with	global	threat	data	and	breach	
impacts	to	Quan7fy	Cyber	Risks	

u Quan%fying	Cyber	Risk	-	Why	is	it	important	
u Bring	security	closer	to	the	business	
u Create	a	common	language	to	discuss	cyber	risks	
u Priori/za/on	=	Align	budgets	with	ini/a/ves	that	provide	actual	economic	impact	
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Center For Internet Security - CIS Controls

hlps://learn.cisecurity.org	
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hlps://www.cisecurity.org/blog/cis-controls-version-7-whats-old-whats-new/	
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Step 2 – Roadmap (3 year recommended)

u Develop	programs	
u Procure	and	implement	tools	
u Perform	opera7ons	
u Gap-based	approach,	meaning	we	fill	
whatever	gaps	exist	in	your	ability	to	fully	
execute	the	Plan	

u Program	development	(policies,	
procedures,	controls	mapping	for	
compliance,	etc.)	
•  Could	or	should	include	prepara7on	for	
annual	audits,	repor7ng,	etc.	

u Technology	partners	/	eco-system	
u Exper7se	/	People	resources	to	fully	
opera7onalize	

u Priori7ze	ini7a7ves	based	on	actual	
economic	impact	to	the	business	and	
how	best	to	manage	the	economics	of	
risks	

u Provide	actual	costs	for:	
•  The	Program	
•  Plaform/Tool	+	Implementa7on	-	taking	
into	account	the	useful	life	of	a	solu7on	
including	how	to	an7cipate	unknown	
threats	and	a	phased	plan	based	on	
iden7fied	priori7es	and	risks.	

•  Opera7ons,	Including	IT,	Security,	and	all	
applicable	aspects	of	the	business	
including	the	C-Level	and	Board.	

•  Cyber	Insurance	at	each	level	of	maturity	
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Step 3 – Select and Implement Platforms / Tools

u Keep	exis7ng	tools	that	help	you	achieve	desired	outcomes,	
replace	those	that	don’t!	
	

u Consider	ecosystem		
	

u Consider	the	full	lifecycle	of	the	plaform	/	tool	set	
	

u Focus	on	achieving	the	outcomes	defined	in	your	Roadmap!	
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Step 4 – Operationalize

u Total	Solu7on	=	People	+	Process	+	Technology	
u Exper7se	
u Capacity	
u Core	business	
	

u Leverage	Cyber	Insurance	where	appropriate	
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Example: Basic CIS Control 3 – Continuous Vulnerability Management
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Example: Basic CIS Control 3 – Continuous Vulnerability Management
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Example: Basic CIS Control 3 – Continuous Vulnerability Management

u Baseline	Assessment	
u Survey	says	you	do	vulnerability	management,	automated	assessment	
iden/fies	vulnerabili/es	in	your	environment	
	

u Discussion	reveals	that	you	while	you	have	a	scanning	pla;orm	in	
place,	it	is	difficult	to	keep	up	with	remedia/on,	and	your	program	
does	not	include	strict	SLAs	and	guidelines	for	classifying	and	
remedia/ng	vulnerabili/es	
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Example: Basic CIS Control 3 – Continuous Vulnerability Management

u Holis7c	Solu7on	
u Review	and	improve	Vulnerability	Management	Program	
u Define	SLA	(desired	outcome)	=	

u (using	CVSS)	No	High	or	Cri7cal	vulnerabili7es	exist	for	more	than	
60	days	

u No	Medium	vulnerabili7es	exist	for	120	days	
u No	Low	vulnerabili7es	exist	for	180	days	
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Example: Basic CIS Control 3 – Continuous Vulnerability Management

u Opera7onalize	the	Program	
u Don’t	have	dedicated	resources	allocated	to	this	task	
u Don’t	currently	have	enough	resources	to	achieve	these	SLAs	
u Don’t	have	dedicated	resources	allocated		
u Don’t	have	enough	resources	to	achieve	the	SLAs	
u Only	scanning	quarterly,	which	doesn’t	work	for	these	SLAs	
u Currently	only	performing	patches	for	remedia/on	
u No	Sandbox	in	place	for	tes/ng	remedia/on	
	
	Should	you	change	the	SLAs	or	how	you	do	remedia+on?	

Build	a	playbook	that	addresses	these	opera+onal	challenges.	
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QUESTIONS?



Next in our Webinar Series

Future-Ready Datacenter, Future-Ready Managed Services  
The Five Things You Need to Know Right Now

Presented by ASMGi and Flexential, on Thursday April 11, 2019 | 1-2 PM ET

Managed Services experts from ASMGi and Colocation Experts from Flexential will discuss the top five things to 
understand about managed colocation services including:

u  Improved security and business continuity

u  Proactive approach to IT problems and improved uptime

u  Easier access to newer technologies and trends – Edge Computing / Hybrid IT

u  Cost savings and avoidance

u  Migration to private or public cloud solutions

Visit www.asmgi.com Resources page to sign up  
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800 Superior Ave E, Ste 1050  
Cleveland, OH 44114  
 
Phone: 216.255.3040  
Fax: 216.274.9647  
 
Email: info@asmgi.com 
 
www.asmgi.com

Thank You
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